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CONTIKI ECM SECURE LOGIN

Contiki ECM Secure Login
An easy way to enhance security while collaborating with suppliers
Improve the security on the Sourcing and eContracting portal for external users that want to log in.
With two-step authentication in place an extra layer of security is added when logging in to the Sourcing
and eContracting portal. Contiki Two-step authentication delivers industrial strength security when external
users log on to your Sourcing and eContracting portal, by ensuring they provide both a username/password,
and an additional randomly generated one-time code.
More and more organizations recognize the benefits of inviting their partners and suppliers to collaborate
with them on certain business systems and processes. Their IT departments however see the potential
threats that such access can create and are keen to find ways to support the business without placing it at
risk. Protecting the passwords of users of your business platforms and doing everything possible to confirm
and verify who these users are should satisfy both you and your IT department.
With two-step authentication installed on the Contiki Sourcing and eContracting portal, the risk of
unauthorized access is reduced. If the wrong person tries to use another person’s password he will still
need the user’s phone to get into his account. Sign in will require a standard password and a one-time
password delivered to this phone. This type of authentication is often used on web sites for banking,
insurance, email accounts and so on.
Contiki Two-Step Authentication can be set up to use SMS messages or the Google Authenticator app to
deliver one-time password to the user’s phone. The one-time password that will be sent or generated is
unique and is only valid for a limited time.
If you select to set up the SMS solution, it will be simple for the users to use. There is no need for the users
to install anything on their phone to make it work. While if the Google Authenticator app has support for
users who don’t have a mobile or are without mobile coverage. The users will be guided through the process
of downloading the applications and configuring them the first time they log in after two-step authentication
has been activated.
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